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1 ) Frama-C and E-ACSL
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Framework for Modular Analysis of C programs
interoperable program analyzers for C program : static analysis,
dynamic analysis
CEA and INRIA
OCaml language, LGPL + BSD licences
modular plugin architecture :

kernel : CIL generates the C AST + ACSL (Ansi-C Specification
Language) annotations
plugins :

WP : deductive verification → functional correctness
EVA : abstract interpretation → no runtime errors
E-ACSL : a kind of super-valgrind (memcheck, memory leak) but at
source-level → no runtime errors
…

github/travis era + critical softwares => Frama-C inside the continuous
integration cycle infrastructure ?
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E-ACSL :
transforms the C program such that :

fails at runtime if an (E-)ACSL annotation is violated
doesn’t change the behaviour otherwise

⇒ dynamical analysis relying on runtime libraries
RTE :

generates automatically the (E-)ACSL annotations
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int main()
{

int i = 0 ;
int *ptr = &i;
*ptr = 0 ;
return 0;

}

VESSEDIA



int main()
{

int i = 0 ;
int *ptr = &i;
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}

frama-c -machdep gcc_x86_64 test.c -print -ocode test.frama.c
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int main()
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int main()
{

int i = 0 ;
int *ptr = &i;
*ptr = 0 ;
return 0;

}

frama-c -machdep gcc_x86_64 -e-acsl-prepare -rte test.c -print -ocode test.rte.c

int main(void)
{

int __retres;
int i = 0;
int *ptr = & i;
/*@ assert rte: mem_access: \valid(ptr); */
*ptr = 0;
__retres = 0;
return __retres;

}
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frama-c -machdep gcc_x86_64 test.rte.c -e-acsl -then-last -print -ocode test.e-acsl.c
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int main()
{

int i = 0 ;
int *ptr = &i;
*ptr = 0 ;
return 0;

}

frama-c -machdep gcc_x86_64 -e-acsl-prepare -rte test.c -print -ocode test.rte.c

int main(void)
{

int __retres;
int i = 0;
int *ptr = & i;
/*@ assert rte: mem_access: \valid(ptr); */
*ptr = 0;
__retres = 0;
return __retres;

}

frama-c -machdep gcc_x86_64 test.rte.c -e-acsl -then-last -print -ocode test.e-acsl.c

or directly :

frama-c -machdep gcc_x86_64 test.c -e-acsl-prepare -rte -then -e-acsl -then-last -print -ocode test.e-acsl.c
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int main(void)
{

int __retres;
__e_acsl_memory_init((int *)0,(char ***)0,(size_t)8);
int i = 0;
__e_acsl_store_block((void *)(& i),(size_t)4);
__e_acsl_full_init((void *)(& i));
int *ptr = & i;
__e_acsl_store_block((void *)(& ptr),(size_t)8);
__e_acsl_full_init((void *)(& ptr));
/*@ assert rte: mem_access: \valid(ptr); */
{

int __gen_e_acsl_initialized;
int __gen_e_acsl_and;
__gen_e_acsl_initialized = __e_acsl_initialized((void *)(& ptr),
sizeof(int *));
if (__gen_e_acsl_initialized) {

int __gen_e_acsl_valid;
__gen_e_acsl_valid = __e_acsl_valid((void *)ptr,sizeof(int),
(void *)ptr,(void *)(& ptr));
__gen_e_acsl_and = __gen_e_acsl_valid;

}
else __gen_e_acsl_and = 0;
__e_acsl_assert(__gen_e_acsl_and ,(char *)"Assertion",(char *)"main",
(char *)"rte: mem_access: \\valid(ptr)",26);

}
__e_acsl_initialize((void *)ptr,sizeof(int));
*ptr = 0;
__retres = 0;
__e_acsl_delete_block((void *)(& ptr));
__e_acsl_delete_block((void *)(& i));
__e_acsl_memory_clean();
return __retres;

}
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sizeof(int *));
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int __gen_e_acsl_valid;
__gen_e_acsl_valid = __e_acsl_valid((void *)ptr,sizeof(int),
(void *)ptr,(void *)(& ptr));
__gen_e_acsl_and = __gen_e_acsl_valid;

}
else __gen_e_acsl_and = 0;
__e_acsl_assert(__gen_e_acsl_and ,(char *)"Assertion",(char *)"main",
(char *)"rte: mem_access: \\valid(ptr)",26);

}
__e_acsl_initialize((void *)ptr,sizeof(int));
*ptr = 0;
__retres = 0;
__e_acsl_delete_block((void *)(& ptr));
__e_acsl_delete_block((void *)(& i));
__e_acsl_memory_clean();
return __retres;

}

then compilation and link with :
e-acsl runtime library checking the memory access
customized version of malloc and gmp (multiprecision)
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#include <stdio.h>
int main()
{

int i = 0 ;
int *ptr = &i;
*ptr = 0 ;
puts("no problem\n");
return 0;

}
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#include <stdio.h>
int main()
{

int i = 0 ;
int *ptr = &i;
*ptr = 0 ;
puts("no problem\n");
return 0;

}

$ frama-c -machdep gcc_x86_64 test.c -e-acsl-prepare -rte -then -e-acsl -then-last -print -ocode test.e-acsl.c

$ gcc … test.e-acsl.c -o test.e-acsl
$ ./test.e-acsl

noproblem
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#include <stdio.h>
int main()
{

int i = 0 ;
int *ptr = &i;
*(ptr+1) = 0 ;
puts("no problem\n");
return 0;

}
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#include <stdio.h>
int main()
{

int i = 0 ;
int *ptr = &i;
*(ptr+1) = 0 ;
puts("no problem\n");
return 0;

}

$ frama-c -machdep gcc_x86_64 test.c -e-acsl-prepare -rte -then -e-acsl -then-last -print -ocode test.e-acsl.c

$ gcc … test.e-acsl.c -o test.e-acsl
$ ./test.e-acsl

Assertion failed at line 6 in function main.
The failing predicate is:
rte: mem_access: \valid(ptr + 1).
Aborted
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2 ) Contiki-NG and Continuous Integration
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Contiki-NG :
OS for low-power wireless IoT devices
C language
BSD license
TCP/IPv6 stack (uIPv6), coap, RPL routing protocol, 6LowPAN
header compression, IEEE 802.15.4 radio
protothread (mixture between multithreading and event-driven
programming)
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Git :
Github workflow (develop branch + master branch + release
branches)
Github-Travis plugin with an Ubuntu 32bits Docker image

→ each commit has to pass the tests
Compilation tests :

native (x86 architecture) compilation
ARM architecture compilation

→ only a subset, only a few compilation options
Run tests :

native (x86 architecture)
→ only 2 tests…
→ obviously no native ARM tests (no QEMU)…

COOJA : a JAVA-based network simulator
→ native and ARM motes
→ test the whole IPv6-RPL-MAC 80215.4 stack with realist RPL

DODAG routing topology
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Contiki-NG can be compiled as :
a firmware for an ARM IoT device
a ELF executable for native host (Linux-x86)
a dynamic library for COOJA

From now, we call :
C hello world = a single printf
Contiki-NG hello-world = C hello-world + full IPv6 pingable stack.
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Contiki-NG can be compiled as :
a firmware for an ARM IoT device
a ELF executable for native host (Linux-x86)
a dynamic library for COOJA

From now, we call :
C hello world = a single printf
Contiki-NG hello-world = C hello-world + full IPv6 pingable stack.

Demo1 :
Contiki-NG hello-world native compilation + run
E-ACSL’ed Contiki-NG hello-world compilation + run

We want Contiki-NG as a dynamic library and run it in Cooja !
⇒ have to deal with Java
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⇒ have to modify E-ACSL to take in account the specific memory layout
of a (JNI) dynamic library
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3 ) Contiki-NG in Cooja ?
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import java.util.Scanner;

public class Loader {
native public static int getpid();
native public static void jnimain();

public static void main(String[] args) {
/* Load JNI library */
String mainlibname = "framac.eacsl";
if (args.length >= 1)
mainlibname = args[0];
System.loadLibrary(mainlibname);
String libmainlibname = "lib" + mainlibname + ".so";
System.out.println(libmainlibname + " loaded !");
/* Print PID (JNI function) and wait for Enter */
int pid = getpid();
System.out.println("Pid " + pid);
Scanner reader = new Scanner(System.in);
System.out.println("Press Enter...");
reader.nextLine();
/* Main (JNI function) */
jnimain();

}
}
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import java.util.Scanner;

public class Loader {
native public static int getpid();
native public static void jnimain();

public static void main(String[] args) {
/* Load JNI library */
String mainlibname = "framac.eacsl";
if (args.length >= 1)
mainlibname = args[0];
System.loadLibrary(mainlibname);
String libmainlibname = "lib" + mainlibname + ".so";
System.out.println(libmainlibname + " loaded !");
/* Print PID (JNI function) and wait for Enter */
int pid = getpid();
System.out.println("Pid " + pid);
Scanner reader = new Scanner(System.in);
System.out.println("Press Enter...");
reader.nextLine();
/* Main (JNI function) */
jnimain();

}
}

Demo2 (experiments with JAVA) :
C hello-world loaded in Java
E-ACSL’ed C hello-world loaded in Java
E-ACSL’ed native Contiki-NG C hello-world loaded in Java
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Contiki-NG Firmware

Java Native Interface

hello.c ⇒ libhello.so

COOJA Network Simulator

Java Native Interface

cooja.java

VESSEDIA



Contiki-NG Firmware

Java Native Interface

hello.c ⇒ libhello.so

COOJA Network Simulator

Java Native Interface

cooja.java

Demo3 (experiments with Cooja) :
Frama-C + Cooja tests/07-simulation-base/02-ringbufindex.csc
Frama-C + E-ACSL + Cooja
tests/07-simulation-base/02-ringbufindex.csc
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4 ) Conclusion
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Conclusion :
E-ACSL can be used in a dynamic library
still some work to do to make E-ACSL usable in Cooja
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